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GitHub - OpenWonderLabs/SwitchBotAPI:

SwitchBot Open API Documents

https: //github. com/OpenWonderLabs/

SwitchBotAPI#send-device-control-commands
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< 3-1 Plug mini (JP)D/NT7 — A4 —%&
Key Value Type | Description
deviceld String device ID
deviceType String device type. Plug Mini (JP)
hubDeviceld String device’s parent Hub ID. 000000000000 when the device itself is a Hub or it is
connected through Wi-Fi.
voltage Float the voltage of the device, measured in Volt
version String the current BLE and Wi-Fi firmware version, e.g. V3.1-6.3
weight Float the power consumed in a day, measured in Watts
electricityOfDay | Integer the duration that the device has been used during a day, measured in minutes
electricCurrent | Float the current of the device at the moment, measured in Amp
%= 3-2 Plug Mini (JP)z#lffl§2a~v> K
deviceType commandType Command command parameter | Description
Plug Mini (JP) command turnOn default set to ON state
Plug Mini (JP) command turnOff default set to OFF state
Plug Mini (JP) command toggle default toggle state

(4) 1oT F/N4 2D a7 > K&

H% O A3 % Switchbot /854 2 D 1E# %
Unix (Mac - Linux &) F721% Windows10/11 ®
F—3IFNHh5, curla~w vy FEHWTHET S

T&5DT, jq TRAFRTLHDET L,
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9, 1T CANTELERHLOTHEEOZ &,

curl -X GET https://api.switch-bot.com/v1.0/devices
-H ’Authorization:FEFE ® token#16 #% 96 ¥7 | jq

SwitchBotAPI v1.1 ZFJH L7=a~ >~ FOfFl (—IB % Tkik)

-H 'sign:IyQ
_H 'tzl***********g’
-H 'nonce:c1b6b9of2-** 1 cc4dcbab974’ | jq

curl -X GET https://api.switch-bot.com/v1.1/devices
-H "Authorization:FE2 ® token#16 H% 96 #7'
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{
"statusCode": 100,
"body": |
"deviceList": [
{

"deviceld": "000000000000",
"deviceName": "7 7 7 3 =",
"deviceType": "Plug Mini (JP)",
"enableCloudService'": true,

"hubDeviceId": "000000000000"

"deviceId": "000000000000",
"deviceName": "N+t & H—",
"deviceType": "Motion Sensor",
"enableCloudService": true,

"hubDeviceId": "000000000000"

"deviceId": "000000000000",
"deviceName": "Hub Mini Sapporo",
"deviceType"; "Hub Mini",

"hubDeviceId": "000000000000"

"deviceId": "000000000000",
"deviceName": ") E— F K% » Test",
"deviceType"; "Remote",
"enableCloudService': false,

"hubDeviceId": "000000000000"

"deviceld": "000000000000",
"deviceName": "A £ v F Ky ",
"deviceType": "Bot",
"enableCloudService': true,

"hubDeviceId": "000000000000"
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"deviceld": "000000000000",

"deviceName": "X AL DIREE",

n,om

"deviceType": "Meter",
"enableCloudService': true,

"hubDeviceId": "000000000000"

1,
"infraredRemoteList": [
{
"deviceld": "02-000000000000-28634717",
"deviceName": "7 L £,
"remoteType": "DIY TV",
"hubDeviceId": "000000000000"

"deviceId": "02-000000000000-41071302",
"deviceName": "7 4 ",

"remoteType": "DIY Light",
"hubDeviceId": "000000000000"

2

"message’: "success"

# "deviceld" IIRBBED O EEDMETIE & < (b) N4 Zl2a~< v FEXET 26
"000000000000" £ REE L TWB Z EITEE Plug mini (JP) % curl I~ > FCTHIMT 26 %
R B LG ORRE FETRE 32 1R
FEATRER 2SI, £T7 51 ZAD"deviceld" DAt T
DIERDIUETETVBL I LN bbb,

SwitchBotAPI v1.0 #FH L T [Plug mini (JP)] # ONI(ZF 37> KO

$ curl -X POST https://api.switch-bot.com/v1.0/devices/{deviceld}/commands
-H ’Authorization: % ® token#16 #£$5 96 7'
-H 'Content-Type: application/json’

non nn non nn non

-d "{"command"; "turnOn","parameter"; "default","commandType": "command"}’
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ETHER 3-2 [Plugmini (JP)] #ONICT B2 EICKINIL =156

{"statusCode":100,"body"{},'message":"success'"}

SwitchbotAPI v1.0 {2 L 7225 T [Plug mini
(JP)J % ON 2§ % 7=®1&, Switchbot Apil.0 ®
URL 1247 T /devices/|deviceldl/ & LT
deviceld TTFNA A Z_ET S T8 AIZE
2533 FiE, fIRO51H
-d "{"command"; "turnOn"" parameter": "default’,
"commandType"; "command"}

D4 Tl"command” "turnOn" & L TR = &FH
<o

OFF 12§ 554 1E command”: "turnOn" D55
#"command": "turnOff' & 3§ %,

TNA ZCHEENTWS [command] I3,
SwitchBotAPI ® F¥ 2 X ¥ MR 3-2 0
IIHIRENRTWSE, ZZH5 [Plug Mini (JP) J
D¥i41E Command %)@ "turnOn", "turnOff", "tog-

gle' FIHTE L Lb b,

B, HE® [Plugl @Y% 4&1&, "turnOn',
"turnOff' L 2% \yo T8 ZADHAFAHFPLL T
TOMANRLR DY END H O TIEMEICHERT 5
VDD B,

(¢) python 3 #flio/z-7ua 537

GitHub (2245 & L7z SwitchbotAPI @ F ¥ =
AV M, TNNAADNGA—=FRa<w s F—
B LDAMZ, Python 2, Python 3, JavaScript, C#,
Javall+, PHP o7 u s 5 a4 v 78
WEhTwa,

SwitchBotAPI v1.0 & FIF L 741

SwitchBotAPI v1.0 % #] ] L T [Plug Mini
(JP)| % ONIZ¥ % il % Python 3 Crtik L 75l
NGRS

SwitchBotAPI V1.0 ZFIHL TA~Y— K755 % ONI(ZF 3 Python3MDa— K

import requests

token = "EFE D token’ #16 HEH 96 H7

payload = "{"command": "turnOn'}’

print (response.status_code)

print (response.status_code)

deviceld = 'Plug Mini (JP) ® deviceld' #16 #:%4 12 #7

url = fhttps://apiswitch-bot.com/v1.0/devices/{deviceld!/commands’

headers = {'Authorization” token, 'Content-Type”: 'application/json’}

response = requests.post (url, headers=headers, data=payload)

SwitchBotAPI v1.1 #FH L 715l
SwitchBotAPI v1.1 # ] L <C [Plug Mini
(JP)] # ON 29 %% Python 3 TRtk L 7=l

%719 o SwitchBotAPI v1.0 #PH OB AT
07 NI Do
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SwitchBotAPIvi.1 #FHL TX~— hFZJ % OFF (Z9 % Python3 M — K

import json
import time
import hashlib
import hmac
import base64
import uuid

import requests

deviceld = 'Plug Mini (JP) ® deviceld #16 ## 12 #7
apiHeader = {}

token = "FEBED token' #16 HEEL 96 HiT

secret = "FEBID Secret Key' #16 #E5 32 #7

nonce = uuid. uuid4 ()

t = int(round (time.. time () * 1000))

string_to_sign = "{}{}{I' format (token, t, nonce)

string_to_sign = bytes(string to_sign, 'utf-8’)
secret = bytes(secret, 'utf-8')

sign = base64.b64encode (hmac.new (secret, msg=string_to_sign, digestmod=hashlib.sha256).digest())

apileader[ Authorization'] =token
apiHeader['Content-Type’]="application/json’
apiHeader['charset’]="utf8’

apiHeader['t']=str (t)

apiHeader['sign’]=str (sign, 'utf-8")

apiHeader['nonce’]=str (nonce)

url = fhttps://apiswitch-bot.com/v1.1/devices/{deviceld}/commands’
payload = "{"command":"turnOn"}’
response = requests.post (url, headers=apiHeader, data=payload)

print (response.status_code)

X1 UT 1 PEH SN SwitchbotAPI vi.1 token {2012 C, "sign:", "t", "nonce:" & 4 DD IXF
SwitchbotAPI v1.1 Tl SwitchbotAPI v1.0 X A= DF|EFELBLEER S "sign”, "t", "nonce:"
NEeF2)TARBHBOONTZ LT, AL B DOEZFTEDOFHENTERT 2 LERH ), Z0

72 72 SwitchbotAPI v1.0 Tl&"Authorization:" EOFMRERNL 5 IR ESNT WS, ZD7:
2 token %5089 5 72 THHATE A DXL, ¥, SwitchBotAPIvl.1 Zfli> TF /34 A % {illf

SwitchBotAPI v1.1 Ti&, "Authorization"® 57021370770 HCBLELERD S,
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Excel ® VBA TOHlH 721 Pulg Mini (JP/US) Z# #4135 % VBA ® a2 —
Z Z T, SwitchBotAPIv1.0 HWT, Plug ¥ FZ&R$,

SwitchBotAPI v1.1 ZF¥|FH L TX~¥— + 75 % % ON/OFF ¥ % Excel VBA DO — K

Private Sub TurnOnButton_Click ()
Call SendSwitchBotPlug ("turnOn")
End Sub

Private Sub TurnOffButton_Click ()
Call SendSwitchBotPlug ("turnOff")
End Sub

Private Sub SendSwitchBotPlug (command As String)
Dim Http As Object
Dim url As String
Dim token As String
Dim jsonBody As String
Dim deviceld As String

Set Http = CreateObject ("MSXML2.XMLHTTP")

"YOUR_DEVICE_ID & Plug Mini (JP)® deviceld(16 #¥ I2Hi)ITE X2 52 &
deviceld = "YOUR_DEVICE_ID"

url = "https://apiswitch-bot.com/v1.0/devices/" & deviceld & "/commands"

token = " FEPED token #FH " 16 ML 96 Hr

isonBody ZE) # ¥ 7NVva—5—3ayERICEDLLZOD, " " E

jsonBody = "{""command™: "™ & command & "", "'parameter™: "'default", _
"commandType": ""command™}"

"HTTP ") 7 T A s % %48

With Http

.Open "POST", url, False
SetRequestHeader "Content-Type", "application/json"
SetRequestHeader "Authorization", token
Send (jsonBody)
WEAT—F ARFIR (ABLELA XY T Y bHlE)
MsgBox ResponseText
End With
End Sub

— 101 —
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(5) SwichBot #tUA D F /31 ZHIFEZ DN T
IoT /54 A %9 * — H —I% SwichBot #1: L1
Mcd H 55, 22 TiE TP-Link #: 28 Y B
%o
TP-Link ¥t S E N Tw2 API F¥F 2 £
YMIBEOLNTWD, ARGT BIHREA V5 —
AY FII2=T 4 B ENLERAREREED S

T, WIS T ARERT S L IETRET
Hr, LrL, To¥s, AR 2EHECICL
TR, BELZHERICOWTITACET L
ho TOR, THHIEEVLETDH L,
DTFEa—sVty +7—2 Lo TP-Link ®
HSI00 A~¥~— M7 272 ONIZTHaAY Y FD
BTH %,

curl -X POST http://192.168.0.100:9999 -d '{"system":{"set_relay_state":{"'state": 1 }}}’

4. FIFFEDOEED

707732 TORECONT

Switchbot 7 /N 4 A @ ¥5 £, Switchbot API
vI.I1 TEFa )74 A ELTWSE, £D57,
T 7T ADBHALT B DSRRREFR S AL EE T AL F
E— R T UL, Bg, fEWELATE 50T
SEEMEEIRVWEERZ 5.

API A SN T AW IoT 784 A @k
ST L0 E% 59, $72, FHIL%
WEIER ZNIC L o TP T 7S & B REM: b
HHDOT, HELHMPLETH D,

X2V T ANDEBIZDONT

Switchbot API v1.0 ® ¥ &1 L — 4 — ? to-
ken, Switchbot API vl.1 ¥ &I E L —H—D
token & Secret Key 2¥b 21, B3 @7 LT
INA ZADFNHA W EETDH %o token & Secret Key
2o T, ID, 7SR 7T — FM, k& ES
LETHH, HYDWIHTHPCRAY FT—2
Bz DL F 2 ) 7 14 RIS AT ) LN D
5o

7B, token I& 384bit, Secret Key 1% 128bit @
BEWH D720, 7 DAL THRR T
LRIV WEEZ BN, 72, Secret Key
FZ0F FORTILBREITHES T, KHIELAHLA
HbLETRSILL, 512, ERSINMEOER)
WEf] 2 S HIBR L T B 2 & A SRt S
nNTwseEzohs,

LAL%ads, RRTEH 225 FIHT S PC

DIV = TRHER ARy T =2 F2) T4 D
WRIIEETH L, AbET, A—=F—=0bTF
T UASNLEEDT 7L T OEHRE
FaTAHRICTEBRZIANTTBIRETSD
%o

T2, WA ZRE TOZENDREITELTDH
5o ToT it SN2 7314 ZDFAEIHE, RE
REREGAPEN-Z 2L, BEAZTTRL
KEDFENZO LB G Wb 5H. BIRT 7 712
Bl LoBRFPTNAMBT LI LIEZLN
o A=A —OHWEIZ, TOX) HRFEIM
EL, BEHEICIIEZ 2nwT & EIEEFHEN
RREINTVEDT, LFTHATBLEND S,

5. VI

AR BT 5%DEZE LT, A~x— ML
ENTHERAY—PIRAT—=VDH Y HIZDOWT
B LTS PETH 5o

Alexa, Siri, Google %2 ED AT — M A =A%
ALIZEDSCHERI PO —= VA, VT =T 2 — R
NOMLDD B, X —h—T LR LR
7Ty b7 A —AHPRIELTH, H—ICKR S
FHEDMEH T LD 5,

COEIZEHLTIE, A~v— MEGoILEBET
& % Matter OBAIZ{EH L T4, Matter 13,
BB A—H—DA<— b AR— 2 E5 o
AEDLI LR AL LIcA—T v RAY V¥ —F
THY, L2 RTNA AR —EAMOMEZE
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HIZTHEEDN TS, 5, BEIZELE

FOBGAIS SNBERET, BEET 5280 T ®

H5bo
@
SE Xk
@  GitHub.SwitchBot APT v1.0.
https://github.com/OpenWonderLabs/Switch
BotAPI/blob/main/README-v1.0.md, ®

(77 AH :2023/12/28)

@ GitHub.SwitchBot API v1.1.
https://github.com/OpenWonderLabs/Switch
BotAPI/blob/main/README.md,

— 103 —
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SWITCHBOT #xX&x#t. SWITCHBOT &R
Web 1 .

hhttps://www.switchbot.jp/,

(727 vAH :2023/12/28)
GitHub.tp-link-hs110-api.
https://github.com/larmic-iot/tp-link-hs110-
api,

(727t AH :2023/12/28)

IT NEED SPACE.How to control your TP-Link
HS100 smartplug from Internet.
https://itnerd.space/2017/01/22/how-to-control-
your-tp-link-hs100-smartplug-from-internet/,
(727 % AH :2023/12/28)
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Remote control and programming of IoT devices:
Development methods using cloud platforms

YOSHIMIZU Shin

Abstract

The implementation of smart homes using smart home appliances is progressing, leading to
the automation of domestic controls such as heating, lighting, and home security. Additionally,
small ToT-enabled devices now allow traditional appliances to be controlled via network,
expanding their applications. However, when integrating products from different manufac-
turers, the variation in management apps for each manufacturer complicates operations and can
lead to issues with device interoperability. In the context of schools, applying the concept of
smart homes to classrooms, such as in the creation of smart classrooms, poses potential
challenges in usability due to these different apps. When multiple teachers use the system, an
app with an easy-to-use user interface becomes essential, necessitating the development of new
applications. This paper summarizes research on basic programming methods for controlling

IoT devices, based on publicly available Web APIs, as a preliminary step in this process.
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